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= Reliability has become a serious design concern

= Fault tolerance techniques exist through design layers, however
" Effects of faults are difficult to evaluate under fault injection [DAC‘13]
" Result in an over-protected system
" Methodology for faults evaluation?

= Solution: error prediction in architecture
" Analysis of logic masking effect
" Accurate modeling of fault propagation

= Approximate error prediction framework
" Integrated into commercial processor designer [Synopsys PD]
" Generic for customized architecture (processor, ASIC, CGRA etc.)

" Automated analysis toolflow

[DAC"13] H. Cho, S. Mirkhani, C. Cher, J. A. Abraham, and S. Mitra., “Quantitative Evaluation of Soft Error Injection
Techniques for Robust System Design.”
[Synopsys PD] Synopsys Processor Designer: http://www.synopsys.com/IP/ProcessorlP/asip/processor-designer
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Fault propagation analysis

= | ogic masking effect

Logic Circuit
Output Inputs Outpput

a) Faults inside circuit
analysis by PTM

b) Faulty inputs

[KRISHNASWAMY*08]
= Probablistic error Masking Matrix (PeMM)
Outputs PeMM Inputs
B 7] B 7 _ein ]
——— ouf ouf ouf ouf 0
eout0 M ing M in M in, M ing e
: M out M out M out M out — in
eout1 ing in in, ing e
M out M out M out M out — in,
_eout2 ] < [ i in in, ing | e
—— ing |

= Applicable to simulation model (LISA), Verilog, VHDL

[KRISHNASWAMY‘08] SMITA KRISHNASWAMY, GEORGE F. VIAMONTES, IGOR L. MARKOV,
-~ and JOHN P. HAYES., “Probabilistic transfer matrices in symbolic reliability analysis of logic circuits”, TODAES, 2008
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Fault propagation analysis

= Fault (Token) tracking

Fetch Prog
FE stage _j Mem

4. srcl,src2
PeMM (1x3)
3. opcode, —
DC stage 5 dst mpOde
__________________ Reg
EX stage i File
WB stage Writeback -—----- S
Tok fault with babilit
BeMM (3x2) oken (fault with probability)
~ Example for ALU instruction
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Error Prediction Framework

PeMM characterization test-bench
was generated manually

i
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o LISAI Front-end: Automatic 1
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= ! PeMM Preparation I
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Front-end: Automatic PeMM Preparation

= PeMM Characterization Flow

" PeMM generator

iiv. Rl
erronéegs
outputs as
OUT_¢g

EX_ MEM_WBV |_

EX_MEM_BPR]

01 MOZ MO3 M04- MOS M06 MO7 M08

11 M12 M13 M14- M15 M16 M17 M18

Error-free outputs;: EX_ MEM_WBV_g, EX_MEM_BPR_g

Erroneous outputs: EX_ MEM_WBV_e, EX_ MEM_BPR_e

Compare and count:

if (EX_MEM_WBV_g = EX_ MEM_WBV_e) EX_ MEM_WBV_c++
if (EX_MEM_BPR_g!= EX MEM_BPR_e) EX_MEM_BPR_c++

EX_MEM_BPR
DC_EX rs1
EX_MEM_WBV
MEM_WB_BPR
MEM_WB_WBV
DC_EX_op1
DC_EX_op2
opcode

dst

£

-
§S)
c
~+

_EX MEM_WBV c

MOO -

N

_ EX MEM_BPR ¢

10 —

We do this process N times (accurate when N spans whole boolean space)

N

Mce
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Front-end: Automatic PeMM Preparation

OPERATION alu_ex IN pipe.EX

{
// split
BEHAVIOR

{

" Accuracy Improvement
" | arge operation
" Solution: decomposition

alu_in1l = MEM.IN.WBYV;

i# (BYPASS_ACTIVE(MEM.IN.BPR, IN.rs1))

}
else
{
if (BYPASS_ACTIVE(WB.IN.BPR, IN.rs1))
____________________________ {
; alu_in1 = WB.IN.WBV;
}
EX_MEM BPR . else
St DC_EX_rs1
I Moo Mot Moz Moz Mos Mos Mos ]| EX MEM WBV {
]:[ } ;‘2,'53_—33’5;&*;‘; alu_inl = IN.op1;
alu_in2 Mo Mit M1z Mi3 M+ Mis Mig DC_EX opl
alu inl DC_EX op2 }
}
[Calu_out]=[ Moo Mos Moz]| alu in2 PeMM of alu_ex_1 alu_in2 = IN.op2;

opcode
PeMM of alu_ex_2

alu_out
|:EX_MEM_WBVj| Moo Mot
EX MEM_BPR Mo Mu ||
st

PeMM of alu_ex_3

|
|
|
|
|
: CASE add: { BEHA
|
|
|
|

PeMM of alu_ex

Y
1. Parsing read_from, write_to and signal lists —
. . BEHAVIOR
for each child operation (
if (dst = 0)
2. Characterizing PeMM for each child operation {

OUT.WBV = alu_out;
OUT.BPR = dst;

A~ -

K'{ alu_out =
CASE sub: { BEHAVIOR { alu_out =
CASE and: { BEHAVIOR { alu_out =
CASE or :{ BEHAVIOR { alu_out =
CASE xor : { BEHAVIOR { alu_out =

alu_inl + alu_in2; }}
alu_inl - alu_in2; }}
alu_inl & alu_in2; }}
alu_inl | alu_in2; }}
alu_in1 * alu_in2; }}

Arithmetic

Assignment
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Front-end: Automatic PeMM Preparation

" Accuracy Improvement

BEHAVIOR

if (BYPASS_ACTIVE(MEM.IN.BPR, IN.rs1))

: {
® Control flow handllng alu_in1 = MEM.IN.WBV; helper signal = 1;
: : : }
" Solution: using helper signals e
VlSlbIe from Slmulator f{f( BYPASS_ACTIVE(WB.IN.BPR, IN.rs1))
alu_inl = WB.IN.WBV; helper_signal = 2;
}
WB.IN. - EX MEM_BPR 7 else
WBV {
DC_EX_rs1 cq : ; - 3.
- [Moo My, BIg5| Mys MIQ5 M99 M()(:| alu_in1 = IN.op1; helper_signal = 3;
alu_inla EX_MEM_WBV } }
MEM.IN. o _
[ WBY IN.opl |MEM_WB_BPR alu_in2 = IN.op2;
alu_inZ3J MEM_WB_WBV
MlO Mll M12 M13 M14 M15 M16J
DC_EX op1l
- DC_EX_op2 -
\ 3 MUX /
helper_signal MEM.IN.WBV WB.IN.WBV IN.op1
E.g.: durin cution stage, Ihe sec nch] ranch is
active, i.ex
alu |n1
3 0 0 1
LUT
A~
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Back-end: PeMM-based Error Tracking Engine

= Error Propagation Modeling
= PeMM-based model
B Abstract data structure: Token

Token

|_EX_MEM_W_

> No actual fault is injected e

i in

out, | EX_MEM_WBV > Token represents.potentlal error '2
» Each token contains, ins

— LD , M| i,

out, | EXMEM_BPR . Resource Identifier " ins
ii.  Resource Index , .

write_to list iv.  Error Probability Mg
v. Created Cycle in,

L dst L ing -

Moo Mo Moz Moz Mos Mos Mos Mo7 Mog read_from list

. if 0 {‘@oan My, Myz Myy Mys Mig My; Myg
out; = { 0' if out; < threshold

)

A~
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Back-end: PeMM-based Error Tracking Engine

" Error Propagation Modeling
" Token propagation in pipeline
" Permanent Token Pool and Temporary Token Pool

Coicback ol

A 4

MEM

Temporary Low Temporary
. . . Token Pool Token Pool
i. Tokens in gipelffieregisters dare forwarded fo tHETIext pipeniie stage

ompared with forwarded tokens

ii. Tokens crgdated from gperations have higher priority (

iil. Permanent Token Pool

A
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Back-end: PeMM-based Error Tracking Engine

" Token propagation in logic operation

Permanent Temporary
Token Pool al u_ex Token Pool
opcode e
helper_signal MEM.IN.WBV WB.INN\WBV  IN.op1l )
DC_EX opl
DC_EX_WBV
L
3 <|\0 0 1 :b
LUT
[ 0.00 ] EX_MEM_BPR
-~ _ " 0.09 0.17 0.08 0.08 0.08 0.0 0.0 T 0.00 DC_EX rs1
alu_inl auiy
0.00 EX_MEM_WBV
_ 0.00 MEM_WB_BPR
aluin2 | 69 | 0.00 MEM_WB_WBV
| 0.00 0.00 0.00 0.00 0.00 0.00 1.00, 1.00 DC_EX_op1l
| 0.00 _ DC_EX_op2

PeMM of Child Operation alu_ex_1

helper_signal =3

AMce : —_—




Back-end: PeMM-based Error Tracking Engine

Permanent
Token Pool
opcode

DC_EX_opl 0.5165 0.51556

DC_EX_WBV 4 0.54456  glu_0.84308

5 1 1
LUT
alu_out [dz&@ ] = [ 1.00 0.82 0.82 ]

PeMM of Child Operation alu_ex_2
opcode = 3 (AND &)

1.00

1.00

0.00

Temporary
Token Pool

opcode

alu_in1l

alu_in2
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Back-end: PeMM-based Error Tracking Engine

" Token propagation in logic operation

Permanent Temporary
Token Pool Token Pool
opcode EX_MEM_WBV
DC_EX opl
Intra Token Pool
DC_EX_WBV alu_inl alu_out
. - 1.00 0.12 [ 100 |
EX_MEM_WBV T 1.00 alu_out
EX MEM_BPR [ 6w 0.00 dst
i 0.00 1.00 | — —

PeMM of Child Operation alu_ex_3

AMce -




Experiment and Case Study

rl, 0x904f
Idc r2, 0x5624
add r3,r1,r2

lui r1, 0x8515
Idc r2, Ox4a5e

= Experiment on LT _RISC processor (Synopsys IP)

Activated Operation Operation Decomposition Using Helper Signal

r4,r1, r2 cmp_rr _ N
nop cmp_Ir_ex \/ N
nop cmp_ri - v
nop
nop ; cmp_ri_ex \ N
addiu r5,r3,100 alu_rrr 5 N
addiu 16,13,0 alu i ) Ny
b L2 —
L 1: alu_rrr_ex \/ N
addiu 1r8,16,0
addiu 16,15,0 alu_rri_ex \/ N
addiu r5,18,0 i i i N
b L2 L
L 2 Idc_ri . N
cmpgt r7=r5,16
bne r7,L.1 Id_rr - N
nop st_rr - N
add 19, r4,r4 address_generation \/ N
sub r10,r5, 19
and r11,r9,r10 Id_mem \/ N
or rl2,r4,19
xor rl3,19,rll SLTE v v
fetch - 4
lui r2,0x0080
cmpleu r7=r3,r4 update_pc = -
cmpeq rl4=r14, 0x0000
sw  r10,r2,0x0011 Bl N v
Iw ri15,r2,0x0011 brau 4 N
nop branch_execute v N
nop writeback_dst - ~
_EXIT:

A/ nop
[ICC ” RWTH



Experiment and Case Study

= Error Prediction Accuarcy against Fault Injection [ISQED’13]

B 1,000 testbenches with random inputs initialization
B Test pattern for PeMM characterization : 10,000 times

add 19,r4,r4 B Automatic characterization time: 2-3 seconds
sub 110,15, 19 o ? e 7 r 7 I f T f§ T

and r11,r9,r10
or rl12,r4, 19 0.9~
xor rl13,r9,ril1l

1

Error Prediction Probability

0.3

—=-Fault Injection
-=-Split + Helper Signal|
osbooooo o v f v f \ | OnlySpli |
‘ v _ ‘ ~~Original PeMM
VSN WO T O WO OO WS WO O O WU 0 W W SU: S . S——

0‘4_ ............... ............................................. ............. [J‘\ ............. R T ¥ ¢ - T T T: o ‘a ammae RTINS SRR bissonriaes

Processor Resource

[ISQED13] W.Zheng, C. Chen, and A. Chattopadhyay. "Fast Reliability Exploration for Embedded Processors via High-level Fault Injection."
AAD I
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Experiment and Case Study

m Execution Time for Token Tracking
m Comparison between O(n) [Chafekar’13] and O(1)
implementations for token tracking engine
m Q(n): QList for tracking
m Q(1): QHash for tracking

0 token 1 token 20 tokens
Apps O(n) O(1) O(n) O(1) O(n) O(1)
Reduced Reduced
(sec) (sec) (sec) (sec) m (sec) (sec) m
Cordic 0.23 0.23 1.55 0.25 - 83.87%\ 1.98 0.33 / 83.33%\
CRC 0.32 0.32 3.12 0.34 -89.11% 5.23 0.62 / - 88.15% \
IDCT 0.26 0.28 5.83 0.29 - 95.03% 8.09 0.70 - 91.35%
Rijndael 0.35 0.35 4.75 0.39 - 91.78% 4.90 0.58 - 88.17% /
Sobel 0.21 0.21 2.74 0.24 - 91.25% 2.87 0.64 -77.67%
Viterbi 0.43 0.43 40.08 0.44 98. 900// 49.82 0.81 \98 370//

[Chafekar'13] Saumitra S. Chafekar, “Micro-architectural Error Prop\gafl{n Analysis through Probabilistic Erro
Matrices in Approximate Computing.” Master thesis at MPSoC Architectures, RWTH Aachen, Dec, 2013




Experiment and Case Study

Mce

= Application-level Case Study
" Error prediction for median filter [ASSP’79]
" Locations of errors after median filter are predicted

" Result matches algorithm of median filter, i.e. output pixel is
determined by itself and 8 surrounding pixels

Hn @ o " m T T T Tk
2f mE W i
O

‘ O O 1 -

6 1 6t -
] X O

8 = 4 B -
1

10t 4 10} 1

i

12 4 12t |

14t 41 14t |

161 ! 1 L 1 1 1 - 1 ] 16 - 1 1 1 ! 1 ! 1 -

2 4 5 8 10 12 14 16 2 4 B 8 10 12 14 16
Original 16x16 image with injected token Image after median filter with predicted errors

[ASSP’79] Huang, T., G. Yang, and G. Tang. "A Fast Two-dimensional Median Filtering Algorithm."
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® Conclusion
" Fast and automatic approximate error prediction framework

" Automatic PeMM characterization
" Accuracy of PeMM improvement methods
" PeMM-based error propagation investigation flow

= Future Work
" Support to fine-grained PeMM characterization

" Extend to other architecture models
" Architecture vulnerability analysis using PeMM
" Techniques for energy-quality tradeoff

A
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Thank you!

Questions?
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Backups
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Fault/Token Injection GUI

= Graphical user interface Back

Task

[ Configuration 1 (en fenric mpacs.intern ) " [=] = d o henrin mpeoc., intern) -axlB Trace Information (cn fenric mpasc. intern ) ]
. | Window
Cesnfig Name LF_ids Faul_inges e Durmpycdfieiame s dump
Mame CHescrgton hag
Deescrptien Faul_injecton SmulstieaCycies | L2od
= L LT_RISC Faul ingsction |M_-hﬂuﬂ Dalin
Darectony LT _RSC_ meiantnibyinas fufeml_geaneratlod riydabag Teslr Chese Brsorgchiame Fap-thrse Regrited Al
e 1| DMEM_jo_sddress_pin e
. Fe_tes T MSE_ miee beh_calanT ReSC_32pS pl Choaae
PrOJeCt Ren Sarmsdation 2 | DMl wwiue_pin =
LA poeta LT RS wori ' en b medd fun sieee Sul Chosie

sl Anadyns

"}

DL M st _walug_pin

Configuration [Sp—— Error

epum e List " RESC_indirer et _CaBT0L0 1 0o BT IELnT £1_gen mm Chosss ————— - 5 | PMEM_bd_sddress_pn Conditions
s Configure [apmments. 330 & | PMEM id_vabkot_gin

T & bl currr o Configure Firuigds rend prosne mapmigssr 6 ¥

Gotratrte Faiahl Sirmelaner =

s [0 Piaree Bodrs e plod & Grerawaiang EME trend curees

Tt wmaulshicn filer have bewn panarated

" - i "
sirecinries R eben nrewsd Rrsiihs sxperienks in & grougs, each has 100 expariments

- W "
SIBIL AR bl Tt Srmstator — 4
AoclyCaWRI 010 1 DD reignuld 1 2ibindgs & -BtcahCoWanyVIoL0 1 SrPiinusigres’d. 3 2k s Fault Imformaticn {on fenrinmpeoc.intem) ®
ReeluCaMaa VI 000 1 DA nud 1 bndg s + BlsalCoWarsvIeL0 L SPDvisunigrma’d. 1 2ty 4 Farclt Numar add Mode EMR T with Fasts Durstisn =

Mol Canera2 010 1 0PDMGue'gnud 1 ibidgs ¢ Bteain/CoWaia Va0l 0 1 GyPlhissunigims:

= ' ! oK Ingecte yeielippor 1200 FaUIt
o Canod 3| fwuit . T — ) "
= _— - Fault List - Properties
Pisce Nama Add CanhgiscMaldpre P e
2[Pace o ConfginpsctPlac Snded awer ConhginpectBainged ower Fauitalnwrananiange Fren 1 ™ (&
L 13 Innerval 1
Fault P —— -
Locations ’ = Contpbiectocions  (_Comigm
| i f CenhgFautTye Bis_Fip_Tramuent 2

A~
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Modeling Delay Faults

= Extract path timing from post placement & route netlist

" Apply static timing analysis (STA)
path timing |H
= Annotate path timing for LISA resources
" Implement as potential delay fault in ISS ootentia
delay fault [
= Runtime delay fault injection T
" Update path timing dynamically [ oo 1. ——
" Timing variation model f| conidlssy e
" Compare with given frequency |
" Inject during timing violation Timing —
variaior ) i
= Applications
" Frequency overscaling e

?

" Temperature-aware fault injection Simulation kernel

Frequency
constraint

, J

(1CCE ,” —




Temperature-aware Delay Fault Injection

®" Temperature-aware timing variation
® (Gate delay variation model [LUu@DAC’09]

nkFEq

Ad(T, o, t) = be” *T ( a

- ) t" T. temperature, a: duty cycle, t: time
—

" Approximate path delay variation using gate delay model

Link to power modeling

Power LISA Processor
Technology Modeling Models
Parameters
Application, I
Frequency

constraint — A 4 [
Timing Delay LISA-level
Variation model — Power Gate-level
LISA-level ) Simulator Netlist

Simulation Simulator

Architecture
Floorplan SoC Encounter

STA JJ
path timing
J

AMce - e

tSp
Error Reports Delay fault Temperature [¢ ?‘ —
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Error prediction example

50 100 150 200 250 300 350 400 450 500 50 100 150 200 250 300 350 400 450 500

Original After DCT & Quant After De-Quant & IDCT
Token|Resource| Array |Created| Word Nibble-level Error Probability
1D Name | Index | Cycle [Error (%) (%) (LS Nibble-MS Nibble)
Token in bit 6 for insn register of FE/DC pipe stage @ cycle 3
- . _ . . . U /E\
Flne gralned error pl‘edICtIOI’] 11 R 3 8 100 23.5 1.48 0.11 0.005 Dy
. . e 14 R 4 9 98.42 44325204013 001 0
= Byte/nibble-wise error probabilities | s | r | 6 | 11 | 6as | ¢ 844325204013 001 0
. . . 21 R 7 12 95.54 84.4 32.52.04 0.13 0.01 0
= Potential usage in approximate % | R | 11| 14 | 5087 fo 5020 0 0 0 0
. . . 30 R 5 15 50.87 502 0 0 0 0 0
computing (e.g. DSP applications) |32 | r | 12 | 16 | 5654 687 0 0 0 0 0
33 | dmem |Ox7FFF| 17 54.27 49.6504 0 0 0 0
[ Pl’edICt Quallty'Of‘SerV|Ce Token in bit 1 for WBV register OAMEM/WB pipe stage @ cycle 17 /
. : 3 | dmem [OX7FFF[ 17 [ 100 [48502 0 0 0 0 0o A
- AVOId SyStem Over'prOteCtlon Token in bit 15 for WBYV register of KRX/MEM pipe stage @ cycle 9
U
5 R 6 11 100 0 WIO 0.01
6 R 7 12 98.42 0 0 71 0.14 0.01

~ Location Timing Significance
= RWTHAACHEN
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